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WHOAREWE
Wesley Neelen

• Ethical hacker

• OSCP / OSEP / ..

• 10+ years of experience

Rik van Duijn

• Ethical hacker

• OSCP- / OSCE

• 10+ years of experience
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OUR GOAL

4-9-2024ORANGECON | AITM & TOKEN REPLAY

Improve IT-security for the largest group of companies possible. 

No nation-state ironclad enterprise grade security but a small 

improvement each and every day. 
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THE PROBLEM
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Theres been an increase in phishing attempts against 

Microsoft 365 accounts.
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SOME HISTORY
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WHY NOW
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1.SaaS 

2.More and more mfa, jay ☺

3.It works (on scale)
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1.SaaS 

2.More and more mfa, jay ☺

3.It works. 
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CURRENT THREATS
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M365 ATTACKS
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BOOKING.COM
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BOOKING.COM ATTACKS
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IMPLEMENTATION 
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• Evilginx

• VNC in the browser

• Evilpuppet -> https://github.com/nexon33/EvilPuppetJS

• MSPHP panel -> https://github.com/Josexv1/wso-webshell/blob/master/wso.5.1.4.php

• Cloudflare Workers -> https://zolder.io/aitm-attacks-using-cloudflare-workers/

4-9-2024
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IMPLEMENTATION 
• Vnc in the browser

• Evilpuppet

• Evilginx

• Cloudflare Workers -> https://zolder.io/aitm-attacks-using-cloudflare-workers/

• MSPHP panel

https://zolder.io/aitm-attacks-using-cloudflare-workers/
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SOME HALF IMPLEMENTATIONS
• No CSS 

• They only load logo and background



AtticSecurity.com
by ZOLDER

PREVENT DETECTION
When you see this, its almost always a problem

4-9-2024ORANGECON | AITM 4-9-2024ORANGECON | AITM & TOKEN REPLAY



AtticSecurity.com
by ZOLDER

ACTORS
4-9-2024ORANGECON | AITM & TOKEN REPLAY 4-9-2024



AtticSecurity.com
by ZOLDER

DIFFERENT ACTORS 
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• DaDSec

• EvilProxy

• Tycoon

• Greatness

• FishXProxy

• Change is coming, more and more non-saas but old-school panel providers are popping up.
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AtticSecurity.com
by ZOLDER

EVILPROXY
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FISHXPROXY
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TYCOON
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• 1GvdAwPyTRKmRzybyrfHtbYWVJbecCbTNj

• 19NReVFKJsYYCCFLq1uNKYrUqQE2bB4Jwx

• TMuvWvkX6EYNGqPcSZ7M3HRF8RkHaMm7rq

• 660K+ (dependent on BTC price )
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PREVENTION AND 
DETECTION
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PREVENTION FOR M365 IS *EASY* 
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• … Compared to other SaaS platforms

• For companies with budget 

Options: 

• Enforce phishing resistant MFA  (requires AAD P1/P2)

• Enforce device compliance (requires AAD P1/P2)

4-9-2024



AtticSecurity.com
by ZOLDER

HOW THE REVERSE PROXIES WORK
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DETECTING ATTACKS
Built detection technique for regular phishing sites (didsomeoneclone.me):

• Inserting a pixel into the real website -> loaded via the real or fake website?
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PIXEL + MICROSOFT 365?
• Erik: what about Microsoft Custom Branding CSS setting?
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CAN WE GET A PIXEL INTO M365 LOGIN PAGES?
• The answer is: yes
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EXPECTATION: IT’S A SMALL GROUP THAT’S TARGETED
• “It doesn’t happen often”

• Reality:

• First month

• 100 tenants

• 162 detections

• 9 months

• 368 tenants

• 1307 detections

Number of Employees

Customer Examples didsomeoneclone.me (two months timeframe)
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AT SCALE, DIFFERENT TENANTS SAME DOMAIN
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FALSE POSITIVES?
• Limited, some examples:

• login.microsoft.com

• tasks.office.com

• autologon.microsoftazuread-sso.com

• login.windows.net

Very reliable detection, after fine-tuning
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MICROSOFT SANDBOXES
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FUTURE
• We’ve seen an increase in the offering of 

reverse proxy phishlets or just complete 

solutions

• There’s also been a push for generic reverse 

proxies that don’t need to be modified per 

website 

• Banking phishing would require some extra 

development but it’s a matter of time 

4-9-2024ORANGECON | AITM
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CONCLUSION
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• Its gonna be shit for a while

• Increase in AITM attacks against regular users

• Increase in AITM attacks against generic platforms  

• Companies will need to switch 

• Passkeys are great but the UX isnt there yet

• Passkeys are great but not enforcing them once configured leaves you vulnerable 

4-9-2024
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THANK YOU

Want free aitm detection for Microsoft 365? -> 
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atticsecurity.com/aitmfree

https://atticsecurity.com/aitmfree
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